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To the Board of Trustees 
Sumner Municipal Light & Plant 
Sumner, Iowa 
 
In planning and performing our audit of the financial statements of Sumner Municipal Light and 
Plant (SMLP) as of and for the year ended December 31, 2008, in accordance with auditing 
standards generally accepted in the United States of America, we considered its internal control 
over financial reporting (internal control) as a basis for designing our auditing procedures for the 
purpose of expressing our opinion(s) on the financial statements, but not for the purpose of 
expressing an opinion on the effectiveness of its internal control. Accordingly, we do not express 
an opinion on the effectiveness of its internal control. 
 
Our consideration of the SMLP’s internal control was for the limited purpose described in the 
preceding paragraph and would not necessarily identify all deficiencies in internal control that 
might be significant deficiencies or material weaknesses. However, as discussed below, we 
identified certain deficiencies in internal control that we consider to be material weaknesses.  
 
A control deficiency exists when the design or operation of a control does not allow management 
or employees, in the normal course of performing their assigned functions, to prevent or detect 
misstatements on a timely basis. A significant deficiency is a control deficiency, or combination 
of control deficiencies, that adversely affects the entity’s ability to initiate, authorize, record, 
process, or report financial data reliably in accordance with generally accepted accounting 
principles such that there is more than a remote likelihood that a misstatement of the entity’s 
financial statements that is more than inconsequential will not be prevented or detected by the 
entity’s internal control. 
 
A material weakness is a significant deficiency, or combination of significant deficiencies, that 
results in more than a remote likelihood that a material misstatement of the financial statements 
will not be prevented or detected by the entity’s internal control. We believe that the following 
deficiency constitutes material weaknesses: 
 

 Segregation of Duties 
 Financial Reporting 
 Other Internal Controls 

 
The document following this report describes the above deficiencies in greater detail.  
 
This report is intended solely for the information and use of the board and management and is 
not intended to be, and should not be, used by anyone other than the specified parties.  
 

 
 
 

Madison, Wisconsin  
May 29, 2009  

Ten Terrace Court  PO Box 7398  Madison, WI  53707-7398  Tel 608.249.6622  Fax 608.249.8532  www.virchowkrause.com 

Virchow, Krause & Company, LLP 
Certified Public Accountants & Consultants  An Independent Member of Baker Tilly International 
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CURRENT YEAR COMMENTS 

 
CONVERSION TO ACCRUAL ACCOUNTING  

 
We strongly recommend the utility consider their options in converting to the accrual basis of 
accounting. This would mean the utility would begin to account for its financial operations on a 
basis that better matches revenues to the related expenditures made to produce those revenues. 
By utilizing accrual accounting, the utility will be able, to have an accurate measure of the 
utility’s financial position or the investment the utility has in plant infrastructure to serve its 
clients. Cash basis accounting used by the utility now does not reflect accurately the outstanding 
obligations of the utility, nor does it reflect amounts owed to the utility.  
 
Making financial decisions based on cash balances alone can be misleading. Accrual accounting 
records will also help to improve operational efficiencies as the need to maintain subsidiary 
records to determine your financial position will be minimized. This will free up staff time to do 
other important tasks. 
 
Following are some of the key steps in transitioning from cash basis to accrual accounting: 
 

 Establish a chart of accounts and funds that will provide the structure for accrual 
based accounting. 

 
 Determine data sources for unrecorded assets, liabilities and fund equity accounts. 

 
– Existing subsidiary records 
– Manual records 
– Source documents 
– Engineer information 
– System maps 
 

 Capture data for unrecorded assets, liabilities and fund equity accounts. 
 
 Determine values for unrecorded assets, liabilities and fund equity accounts (this 

included general fixed assets and proprietary fund property, plant and equipment). 
 
 Determine useful lives for property, plant and equipment (for proprietary fund types). 
 
 Develop a fixed policy that includes: 

 
– Definition of fixed assets 
– Capitalization policies for fixed assets 
– Annual physical inventory procedures 
– Asset disposal procedures 
– Employee training on data input 
– Employee training on accrual accounting 
– Employee training on budgetary impacts of accrual accounting 
– Employee training for end user analysis of accrual based accounting data 

 
Virchow, Krause & Company, LLP is available to assist utility staff in converting to the accrual 
basis of accounting.  
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CURRENT YEAR COMMENTS (cont.) 

 
ACCOUNTING RECORDS 

 
During the 2008 audit, we noted that accounting records were not formally maintained in the 
accounting system for several accounts, including the meter deposit fund, employee health fund 
and all certificates of deposit held by the Light Plant. As a result, the trial balance needed 
significant adjustments before it was ready for the annual audit.  
 
In order to provide accurate detail of these general ledger accounts, we recommend the Light 
Plant maintain a subsidiary ledger (in the current accounting software) for each fund. These 
subsidiary records must be reconciled on a timely basis to ensure they are kept in agreement 
with the general ledger for the purpose of the financial statement audit.  
 

ESTABLISH SEPARATE DEBT SERVICE FUNDS  
 

Generally accepted accounting principles require the use of a separate debt service fund for the 
accumulation of resources for and payment of long-term debt. The Light Plant has met the 
requirement of meeting the funding requirements. However, a segregated cash and general 
ledger account has not been developed. Instead, debt service has been maintained within the 
overall general cash accounts. 
 
We recommend that a separate cash or at a minimum general ledger account be created  and 
passed for the 2009 calendar year. We are available to assist you should you have any 
questions during the process. 
 
 ECONOMIC CONDITIONS AND YOUR COMMUNITY 
 
At the present time, economic conditions for the nation as a whole have declined. Your utility 
may or may not be impacted by the current economic conditions to a large extent, however, there 
are certain issues that utilities now face that have not been present in recent years. 
 
  Tightening Credit Market 
 
A utility’s ability to secure long-term financing is becoming more difficult as lenders have 
tightened the credit market.  
 
Most revenue bonds contain debt covenants that require a certain level of operating income or 
cash that is set aside for future debt payments. Noncompliance with debt covenants may result 
in the inability to secure additional financing or may trigger bondholders to demand payment. In 
the case of Sumner Municipal Light and Plant, the utility has been meeting its bond coverage 
requirements. You should continue to be diligent in meeting coverage requirements, as not doing 
so can impact the ability to issue revenue bonds should the need arise for long-term financing for 
infrastructure projects. 
 
  Increase in Delinquencies 
 
Utilities may experience a higher rate of delinquencies on utility bills as a result of increasing 
unemployment. Adopting a standard collection policy will help the utility apply a standardize 
process in this area.  
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CURRENT YEAR COMMENTS (cont.) 

 
 ECONOMIC CONDITIONS AND YOUR COMMUNITY (cont.) 
 
  Financial Management 
 
It is critical that organizations continue to practice sound financial management strategies to help 
weather the current economic conditions, such as: 
 

 Preparing annual budgets that are realistic and accurate and monitoring the annual 
budget based on financial records that are accurate and understandable 

 Forecasting cash flows as a result of changing economic conditions and developing a 
plan to address significant issues 

 Forecasting capital needs and anticipated financing available 
 Monitoring your utility’s debt needs 
 

Sumner Municipal Light Plant has been proactive in preparing budgets in the past. It is 
imperative that focus, in addition to monitoring the budget to actual results, continue to be 
monitored to maintain the ability to address issues in advance.  
 
 
MATERIAL WEAKNESS  

 
 FINANCIAL REPORTING 
 
We are required to comment on your internal controls. In theory, a properly designed system of 
internal controls consists of enough people, with sufficient training, to process and record 
monthly transactions, as well as prepare a complete set of annual financial statements including 
the implementation of new standards and all related disclosures.   
 
The definition of a material weakness in internal control includes consideration of the year end 
financial reporting process. To avoid the auditor reporting a material weakness in internal 
control, your system of controls would need to be able to accomplish the following: 
 

1. Present the books and records to the auditor in such a condition that the auditor is not 
able to identify any material journal entries as a result of our audit procedures. 

  
2. Prepare a complete set of year end financial statements with a very high level of 

accuracy. The new standard requires that the level of accuracy be such that there is only 
a remote likelihood that the auditor will discover a material change to the statements or 
footnotes. Thus, if the auditor discovers a material change, by definition, the system of 
internal control over financial reporting must have a material weakness. 

 
Our finding of a material weakness in internal controls over financial reporting at SMLP is due to 
material journal entries made as a result of our audit procedures. These entries are discussed in 
more detail on page 8 of this letter.  
 
If you would like to discuss this finding further, please contact the audit partner for this audit – 
Russell Hissom at 608.240.2361 or email rhissom@virchowkrause.com. 
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MATERIAL WEAKNESS (cont.) 

 
SEGREGATION OF DUTIES 

  
Our review of internal control disclosed a material weakness in that segregation of duties is not 
feasible due to the limited number of staff in the office.  For example, the same person is 
involved in handling cash and bookkeeping. 
 
This situation necessitates an increased amount of management involvement in the day-to-day 
operation of the system.  This is not unusual in utilities of your size, but management should 
continue to be aware of this condition and realize that the concentration of duties and 
responsibilities in a limited number of individuals is not desirable from a control point of view. 
 

OTHER INTERNAL CONTROLS 
 

As a result of our audit procedures, we are able to provide to you the following information about 
where your controls over transactions either do not exist, or could be improved. 
 
Below is a list of potential controls that should be in place to achieve a higher level of reliability 
that errors or irregularities in your processes would be discovered by your staff.  Our procedures 
identified that these controls do not currently exist for the entity of Sumner Municipal Light & 
Plant.  Keep in mind that some of these controls may not be practical due to your staff size or 
other reasons.  However, we are required to communicate these to you.  In addition, as you 
make changes within your organization, and we continue to rotate audit procedures, more 
controls of this kind will likely be communicated to you. 
 

CONTROLS OVER ACCOUNTS PAYABLE/DISBURSEMENTS 
 

1. Persons processing accounts payable are not always separate from those ordering or 
receiving goods or services (segregation of duties). 

2. The accounts payable general ledger account and list of accounts payable are not 
reconciled regularly. 

 
CONTROLS OVER PAYROLL 
 

1. Persons preparing the payroll are not independent of other personnel duties or 
restricted from access to the payroll account (segregation of duties). 

2. There is no authorization for new employees and changes to employee rates and data 
in the payroll system. 

3. Payroll transactions are not supported by approved time records. 

4. A reconciliation is not performed to verify that the total of the direct deposit plus the 
payroll checks posted against the bank account equals the payroll register total. 
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MATERIAL WEAKNESS (cont.) 

 
OTHER INTERNAL CONTROLS (cont.) 
 
CONTROLS OVER UTILITY BILLING AND RECEIPTING 
 

1. The process for generating utility bills and maintaining the billing records is not 
independent of the collection function (segregation of duties). 

2. There should be an independent review of batch entries for cash collections. 

3. A monthly reconciliation should be prepared between the general ledger and the 
subsidiary ledgers. 

 
In 2008, it was determined that a fraud took place at the city office from mid-2007 into 2008 
involving misappropriations of utility collections. The city’s auditor investigated this fraud and 
provided a report that documented the amount of fraud at an amount below the utility’s threshold 
for the financial statements being materially misstated for the year ended December 31, 2008. 
We have been informed that the Board of Trustees has been made aware of this situation; 
however, it is our duty as auditors of the financial statements of the utility for the year ended 
December 31, 2008 to document this situation in this Report on Internal Controls.  

 
CONTROLS OVER FINANCIAL REPORTING 
 

1. Account reconciliations should be performed by someone independent of the 
processing of transactions in the account (segregation of duties). 

2. Adjusting journal entries and supporting documentation are not reviewed and 
approved by an appropriate person who is not the original preparer. 

 

 Information Technology (IT) General Controls 
 
The Sumner Municipal Light & Plant present software system lacks certain security features that, 
if operated improperly, would not allow for the identification of changes made to financial data 
after the original entry of such data. This is a situation that exists in many database software 
packages, including Microsoft Office Access, which is the basis for your software. Many of the 
system users may not possess the technical knowledge to operate the system in a manner that 
would impair the system’s control integrity. However, it is possible that some users may possess 
the knowledge to circumvent the system’s controls. Therefore, it is our judgment that there is 
more than remote possibility that an error could occur in amounts that are more than 
insignificant, and your controls would not detect them. Accordingly, we are required to 
communicate this fact to you. 
 
From our review we have identified the following areas where controls should be reviewed and 
strengthened. 
 
 Information Technology System Development Life Cycle 
 
Information technology enables organizations to achieve and manage programs and services. 
Information technology is a critical asset by which organizations like SMLP function. IT 
governance and IT practices often affect stakeholders, Boards, and senior managers.  
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MATERIAL WEAKNESS (cont.) 

 
OTHER INTERNAL CONTROLS (cont.) 

 
 Information Technology System Development Life Cycle (cont.) 
 
Based upon interviews and system observations, Virchow Krause found that SMLP does not 
have a written system development life cycle methodology. This methodology includes the 
design, acquisition/building and deployment of systems that support the achievement of business 
objectives. This process includes major changes to existing systems. This is where controls are 
designed and implemented to support initiating, recording, processing and reporting financial 
information and disclosure. Deficiencies in this area may have a significant impact on financial 
reporting and disclosure. For instance, without sufficient controls over application interfaces, 
financial information may not be complete or accurate. 
 
Because Information Technology governance and management is directly related to an 
organization’s ability to accomplish business objectives, it is recommended that a formal 
software acquisition policy be developed that outlines the process and requirements for acquiring 
any new software or to facilitate any internal software development projects.  
 
 Information Technology Change Management Process 
 
Managing changes addresses how an organization modifies system functionality to help the 
business meet its financial reporting objectives. Deficiencies in this area could significantly 
impact financial reporting. For instance, changes to the programs that allocate financial data to 
accounts require appropriate approvals and testing prior to the change so that proper 
classification and reporting integrity is maintained. 
 
Based upon interviews and system observations, Virchow Krause found that changes in the 
system require notification and approval by the data owner. However, the change is not required 
to be tested before it is implemented into the production environment. 
 
We recommend that a formal change management procedure should be in place for all program 
changes, system changes, and maintenance. Allowing only a few specific personnel to have 
access to move programs into production. That list should be reviewed periodically. Additionally, 
segregation of duties should be maintained - developers should not also have rights to move into 
production. 
 
 Logical and Physical Access Security 
 
SMLP is highly reliant on critical systems and the security that governs them. While logical 
restrictions are in place, best practices indicate that other steps are necessary to ensure the 
integrity of data. We recommend the following: 
 

 Enforce a unique and private password and log-in for each employee 
 
 Enforce length and character restrictions for passwords. Length and character restrictions 

provide an additional level of security to help protect data and systems. Best Practices 
suggest passwords should be changed every 45 days, require a minimum of 6 characters, 
require strong passwords (combination of alphanumeric, numeric and special characters), 
and passwords should be remembered so user's can't reuse recent passwords. 
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MATERIAL WEAKNESS (cont.) 

 
OTHER INTERNAL CONTROLS (cont.) 

 
 Logical and Physical Access Security (cont.) 
 

 Enforce consistent use of a form (paper or electronic) to facilitate adding new employees, 
modifying existing employee access, and removing access for terminated employees. 
Approval must be granted by an authorized individual before any changes occur. 

 
 Develop a process to periodically review list of user access rights to the network and 

significant applications for appropriateness.  This is typically done on an annual basis 
and eliminates the possibility that user privileges are inappropriate for user 
responsibilities.    

 
 Develop a process to monitor security events both internal and external.  Active review of 

these security logs help IT correlate individual events into patterns and will help them 
better understand the security risk architecture. 

 
 Develop a process to ensure the server room is locked at all times.  

 
 Perform periodic back-ups of system data including testing of this data to ensure, if 

needed, it could be used.  
 

 
COMMUNICATION TO THE BOARD OF TRUSTEES  

 
This portion of the letter is to inform the board about significant matters related to the annual 
audit so that it can appropriately discharge its oversight responsibility of the financial reporting 
process. 
 
  OUR RESPONSIBILITY UNDER AUDITING STANDARDS GENERALLY ACCEPTED IN THE UNITED  
    STATES OF AMERICA 
 
The objective of a financial statement audit is the expression of an opinion on the financial 
statements. We conducted the audit in accordance with auditing standards generally accepted in 
the United States of America. These standards require that we plan and perform our audit to 
obtain reasonable, rather than absolute, assurance about whether the financial statements 
prepared by management with your oversight are free of material misstatement, whether caused 
by error or fraud. Our audit included examining, on a test basis, evidence supporting the 
amounts and disclosures in the financial statements, assessing accounting principles used and 
significant estimates made by management, and evaluating the overall financial statement 
presentation. Our audit does not relieve management or (those charged with governance) of their 
responsibilities. 
 
As part of the audit we obtained an understanding of the entity and its environment, including 
internal control, sufficient to assess the risks of material misstatement of the financial statements 
and to design the nature, timing and extent of further audit procedures. The audit was not 
designed to provide assurance on internal control or to identify deficiencies in internal control. 
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COMMUNICATION TO THE BOARD OF TRUSTEES (cont.) 

 
  OTHER INFORMATION IN DOCUMENTS CONTAINING AUDITED FINANCIAL STATEMENTS  

 
Our responsibility does not extend beyond the audited financial statements identified in this 
report. We do not have any obligation to and have not performed any procedures to 
corroborate other information contained in client prepared documents. 
 
  PLANNED SCOPE AND TIMING OF THE AUDIT  
 
We performed the audit according to the planned scope and timing previously communicated to 
you in our letter about planning matters dated January 7, 2009. 
 
  QUALITATIVE ASPECT OF ACCOUNTING POLICIES 
 
Management has the responsibility for selection and use of appropriate accounting policies. In 
accordance with the terms of our engagement letter, we will advise management about the 
appropriateness of accounting policies and their application. The significant accounting policies 
used by SMLP are described in Note 1 to the financial statements. We noted no transactions 
entered into by SMLP during the year that were both significant and unusual, and of which, under 
professional standards, we are required to inform you, or transactions for which there is a lack of 
authoritative guidance or consensus. 
 
  ACCOUNTING ESTIMATES 
 
Accounting estimates are an integral part of the financial statements prepared by management 
and are based on management's knowledge and experience about past and current events and 
assumptions about future events. Certain accounting estimates are particularly sensitive 
because of their significance to the financial statements and because of the possibility that future 
events affecting them may differ significantly from those expected. As the utility’s statements are 
prepared on the cash basis of accounting, there are no estimates in the financial statements. 
 
  FINANCIAL STATEMENT DISCLOSURES 
 
The disclosures in the financial statements are neutral, consistent, and clear 
 
  DIFFICULTIES ENCOUNTERED IN PERFORMING THE AUDIT 
 
We encountered no significant difficulties in dealing with management in performing our audit. 
 
  AUDIT ADJUSTMENTS 
 
Professional standards require us to accumulate all known and likely misstatement identified 
during the audit, other than those that are trivial, and communicate them to the appropriate level 
of management. 
 

For purposes of this letter, professional standards define an audit adjustment as a proposed 
correction of the financial statements that, in our judgment, may not have been detected 
except through our auditing procedures. An audit adjustment may or may not indicate matters 
that could have a significant effect on the SMLP’s financial reporting process. Matters 
underlying adjustments proposed by the auditor could potentially cause future financial 
statements to be materially misstated. All audit adjustments we prepared were included in 
your financial statements.  
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COMMUNICATION TO THE BOARD OF TRUSTEES (cont.) 

 
AUDIT ADJUSTMENTS (cont.) 

 
The following is a summary of the entries made:  
 

Record CD’s and petty cash held outside of the accounting system $1,380,537 

Record additional interest income $    31,586 

Record allocation of accounts payable remaining at year-end $ 5,103 

Record allocation of payroll payable remaining at year-end        $      138 
 
  DISAGREEMENTS WITH MANAGEMENT 
 
For purposes of this letter, professional standards define a disagreement with management as a 
matter, whether or not resolved to our satisfaction, concerning a financial accounting, reporting, 
or auditing matter that could be significant to the financial statements or the auditor’s report. We 
are pleased to report that no such disagreements arose during the course of our audit. 
 
  CONSULTATIONS WITH OTHER ACCOUNTANTS 
 
In some cases, management may decide to consult with other accountants about auditing and 
accounting matters, similar to obtaining a “second opinion” on certain situations. If a consultation 
involves application of an accounting principle to SMLP financial statements or a determination 
of the type of auditors’ opinion that may be expressed on those statements, our professional 
standards require the consulting accountant to check with us to determine that the consultant 
has all the relevant facts. To our knowledge, there were no such consultations with other 
accountants. 
 
  MANAGEMENT REPRESENTATIONS 
 
We have requested certain representations from management that are included in the 
management representation letter. This letter is attached. 
 
  INDEPENDENCE  
 
We are not aware of any relationships between Virchow, Krause & Company, LLP and the 
Company that, in our professional judgment, may reasonably be thought to bear on our 
independence. 
 
Relating to our audit of the financial statements of for the year ended December 31, 2008, 
Virchow, Krause & Company, LLP hereby confirms in accordance with the Code of Professional 
Conduct issued by the American Institute of Certified Public Accountants, that we are, in our 
professional judgment, independent with respect to the SMLP and provided no services to the 
SMLP other than audit services provided in connection with the audit of the current year’s 
financial statements, preparation of financial statements of SMLP and adjusting journal entries.  
 
  OTHER AUDIT FINDINGS OR ISSUES 
 
We generally discuss a variety of matters, including the application of accounting principles and 
auditing standards, with management prior to retention as the SMLP’s auditors. However, these 
discussions occurred in the normal course of our professional relationship and our responses 
were not a condition to our retention. 
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CLOSING 

 
We appreciate the courtesy and assistance extended to us by your personnel during the audit. If 
you have any questions on our comments, or if we can offer our services in any other way during 
the year, please don’t hesitate to contact us. Thank you for allowing us to serve you 




